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Vendor Code of Conduct
Wellmark, Inc. and its affiliates (collectively “Wellmark”) have adopted a Business Ethics and Compliance 
Program that includes this Vendor Code of Conduct. If you provide goods or services to Wellmark, directly or 
indirectly, including through your employer or through other sources such as temporary staffing agencies or as a 
contractor, you are considered a “vendor” and this Vendor Code of Conduct applies to you.

Wellmark is committed to ethical conduct in its dealings with its customers, providers, regulators and vendors and 
in the community.

Like your colleagues who are Wellmark employees, every hour of every day you work on your assignment, you 
have the opportunity to influence Wellmark’s reputation with these stakeholders. By following this Vendor Code of 
Conduct, you help ensure that Wellmark’s reputation remains positive and strong.

Simply stated, the following principles must guide your work in the performance of services for Wellmark:

• Comply with applicable laws, regulations and standards that govern your business

• Comply with the terms of the contract between your employer and Wellmark

• Avoid conflicts of interest between your work for Wellmark and your personal affairs

• Be honest and fair in all your Wellmark activities and relationships

• Help sustain a culture that values and rewards ethical behavior

• Treat your Wellmark colleagues and those employed or contracted by other Wellmark vendors with dignity 
and respect

If you have any questions about this Vendor Code of Conduct, please contact Wellmark’s Compliance Office 
at (515) 376-4949. Further, if you have any concerns at any time that this Vendor Code of Conduct has not been 
followed, you must report such activities in accordance with the “Reporting Potential Misconduct” section of this 
Vendor Code of Conduct.

1

Available online; Revisions
These guidelines are available online at www.wellmark.com/vendor-code-of-conduct. This document may be 
updated and revised by Wellmark at any time for any purpose. You are responsible for monitoring the Website and 
complying with the most current version of these guidelines.

http://www.wellmark.com/Footer/pdf/Vendor-Code-of-Conduct-and-Expenses.pdf
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Compliance with this 
Vendor Code of Conduct 
and contracts
Vendors and all of their employees, agents and 
contractors involved in performing services 
for Wellmark (“Personnel”) must adhere to the 
requirements set forth in this Vendor Code of Conduct 
and abide by all of their contractual obligations while 
conducting business with or on behalf of Wellmark. A 
vendor must immediately inform Wellmark when any 
situation develops that causes, or is likely to cause, 
the vendor or its Personnel to operate in violation of 
this Vendor Code of Conduct. All of the obligations 
of a vendor set forth in this Vendor Code of Conduct 
also apply to the vendor’s Personnel when performing 
services for Wellmark. Vendors are expected to train 
their Personnel on this Vendor Code of Conduct.

A vendor’s noncompliance with the terms of this 
Vendor Code of Conduct or a vendor’s failure to 
ensure its Personnel successfully complete any 
training that may be provided by Wellmark from time 
to time with respect to this Vendor Code of Conduct, 
may, in Wellmark’s discretion, result in the termination 
of the contract entered into between Wellmark and 
the vendor.

The obligations in this Vendor Code of Conduct are 
general principles with which a vendor must comply. 
More restrictive requirements may be set forth in 
the contract entered into between Wellmark and the 
vendor. If there is any conflict between the terms of 
this Vendor Code of Conduct and any such contract, 
the terms of such contract shall control.

Commitment to integrity
Wellmark’s core values are the foundation of who 
we are and how we do business. One key element of 
our core values is acting with integrity at all times. 
Wellmark operates under high standards of ethical 
conduct in its business practice and complies with 
all applicable laws, rules, and regulations. Wellmark 
expects all of its vendors to embrace this commitment 
to integrity by complying with these standards.

Compliance with laws 
and oversight agency 
requirements
Vendors must conduct their business activities in 
compliance with all applicable laws, rules, regulations 
and standards. Depending on the services being 
performed, these laws may include, but are not 
limited to, the Patient Protection and Affordable 
Care Act, the Health Insurance Portability and 
Accountability Act (HIPAA), the HIPAA Privacy 
Rules, HIPAA Security Rules, Medicare and 
Medicaid program requirements, Health Insurance 
Marketplace/Exchange program requirements and 
state insurance statutes and regulations.

In addition, Wellmark’s operations are subject 
to oversight by: agencies of both the federal and 
state governments; the Blue Cross and Blue Shield 
Association, an association of independent Blue Cross 
and/or Blue Shield plans; and accrediting authorities 
such as the National Committee for Quality Assurance 
and the Utilization Review Accreditation Commission. 
Depending on the services being performed, vendors 
may be required to assist Wellmark in complying with 
the requirements of these agencies and authorities.

Vendors must take appropriate steps to notify their 
Personnel of all such requirements and may be 
required to take disciplinary action against their 
Personnel (including, in certain instances, removing 
Personnel from the Wellmark account) for failing to 
comply with such requirements.

Human Trafficking
Wellmark prohibits its employees, as well as all 
Personnel, from engaging in practices relating to 
trafficking of persons, including: 

• Destroying or otherwise denying access to an 
individual’s identity or immigration documents; 

• Using misleading or fraudulent practices to 
recruit individuals such as failing to disclose key 
terms and conditions of employment; 

• Using recruiters that do not comply with local 
labor laws; 
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• Charging individuals recruitment fees; 

• Failing to provide return transportation to certain 
individuals who are brought to a country for 
the purpose of working on a U.S. Government 
contract; 

• Providing housing that fails to meet host country 
standards; and 

• Failing to provide an employment contract or 
work document where required by law. Wellmark 
will take appropriate disciplinary action for 
violations of these rules, up to and including 
termination of contracts with Vendors and/or 
requiring Vendors to remove Personnel from 
Wellmark’s account. 

Wellmark also prohibits its employees, and all 
Personnel from engaging in human trafficking-related 
activities, including engaging in sex trafficking, 
procuring commercial sex acts (even if this practice 
is legal in the jurisdiction where it transpires), 
using force, fraud, or coercion to subject a person 
to involuntary servitude, or obtaining labor from a 
person by threats of serious harm to that person or 
another person, among others. 

Wellmark will cooperate fully with the U.S. 
Government or other appropriate governmental 
authorities in audits or investigations relating to such 
violations. Wellmark employees are also required to 
cooperate in any internal or external investigation of 
suspected wrongdoing under this policy. 

Mandatory Reporting Requirements 
Personnel having knowledge of credible information 
concerning actual or potential violations of this 
policy must report them immediately. Please refer to 
the Reporting Potential Misconduct section below. 
Timeliness of reporting any suspected violation 
is critical as the U.S. Government has imposed 
an especially stringent reporting obligation when 
there is credible information of violations. Failure to 
report actual or potential illegal behavior or actual 
or potential violations of this policy may also subject 
Personnel to Wellmark requesting that such Personnel 
be removed from Wellmark’s account and/or the 
termination of the contract between Vendor and 
Wellmark.

 Conflict of interest
Vendors and Personnel must avoid any conflict of 
interest between the vendor on the one hand and 
Wellmark and its employees on the other. Wellmark 
employees are required to act in the best interests 
of Wellmark. Wellmark employees must not allow 
their work for Wellmark to be influenced, or appear 
to be influenced, by personal factors, including any 
situation that may call into question their ability to 
make fair and impartial judgments.

If a vendor or Personnel has a familial or other 
personal relationship with a Wellmark employee or 
a member of the Wellmark employee’s immediate 
family, or if a perceived conflict of interest exists 
or may arise, the vendor must disclose this fact in 
writing to Wellmark by documenting the relationship 
or perceived conflict of interest in writing and 
emailing the information along with their contact 
information to Wellmark’s Compliance Office at 
Ethics&Compliance@Wellmark.com.

Gifts, gratuities and 
kickbacks
Wellmark discourages vendors from providing gifts, 
services, gratuities, meals, entertainment and 
other business courtesies to, or receiving any of the 
foregoing from, Wellmark employees or their families, 
or contractors working in Wellmark facilities. The 
following items are never acceptable to be given 
or received:

• Gifts or entertainment that exceed $100 in value

• Gifts, meals, or entertainment that are given on a 
regular basis

• Cash or cash equivalents, such as checks, 
honorariums, gift certificates, gift cards, stocks, 
or vouchers that can be wholly or partially 
converted into cash

• Gifts to or from government officials 
and employees

• Gifts of any amount that are intended to influence 
a business decision, such as bribes, kickbacks or 
non-contracted rebates

mailto:Ethics%26Compliance%40%20Wellmark.com?subject=
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• Gifts or entertainment that violate the law or 
Wellmark’s code of conduct or corporate policies

Some divisions within Wellmark have adopted stricter 
limits on acceptance of gifts and business courtesies 
and a vendor, if desiring to provide any gifts or 
business courtesies, should inquire as to and comply 
with such limits. Gifts to individuals who work directly 
with the Federal Employee Program cannot exceed 
$25 and individuals who work directly with Medicare 
business are not permitted to accept gifts of any kind.

Training
Wellmark may require vendor Personnel to complete 
trainings at any time during the vendor’s engagement 
to provide services to Wellmark. These trainings may 
include, but are not limited to, compliance training, 
HIPAA (Privacy and Security) training, government 
program training, and operational training for specific 
projects or processes. Personnel must successfully 
complete these trainings within Wellmark’s stated 
required dates. Certain trainings may be required to 
be completed prior to Personnel receiving access to 
Wellmark’s systems or buildings. Failure to complete 
required trainings in a timely manner may result in 
Personnel losing access to Wellmark’s systems or 
Personnel not being authorized to provide services  
to Wellmark.

Confidentiality
Wellmark and Personnel and its vendors have the 
responsibility to protect the confidentiality of any 
data that is entrusted to Wellmark by its employees, 
customers and other Wellmark vendors. This data 
may include Protected Health Information (PHI) and 
Personally Identifiable Information (PII), such as 
name, birth date, address, telephone number, social 
security number, health status, medical history, 
diagnosis codes, other claims information, financial/
banking information or dependent status.

Similarly, information concerning the business 
affairs and records of Wellmark is confidential, 
including, but not limited to, Wellmark’s owned or 
licensed intellectual property and trade secrets, 
product information, pricing, costs, operating 

systems and technology, employee and Personnel 
information, plans and strategies, and financial and 
marketing information.

Vendors and Personnel must hold in strict confidence 
all such data and confidential information, must only 
disclose such data and confidential information in 
compliance with this Vendor Code of Conduct and 
the terms of any agreement between the vendor and 
Wellmark, and must comply with all applicable laws in 
the use and disclosure of such data and confidential 
information. Vendors must limit access to such 
data and confidential information (both inside and 
outside of Wellmark) to those individuals who need 
the data and/or confidential information in order to 
conduct business for or on behalf of Wellmark. If a 
vendor is asked to send any such data or confidential 
information to someone who the vendor believes 
does not need such data or confidential information 
to conduct business for or on behalf of Wellmark, the 
vendor must contact either its designated Wellmark 
business contact or Wellmark’s Compliance Office (by 
using Wellmark’s Ethics Hotline at (877) 330-3667 
or the web-based Business Ethics and Compliance 
Reporting tool at Wellmark.Alertline.com for guidance 
and direction.

Any work you do for Wellmark in which Vendor 
or Personnel create work product becomes the 
property of Wellmark, unless the contract between 
Wellmark and Vendor or Personnel expressly provides 
otherwise. Under no circumstances should any work 
product Vendor or Personnel create or have access 
to while performing services for Wellmark be sent to 
Vendor or Personnel’s external email.

Vendors and Personnel whose work requires the 
access, use or disclosure of PHI for or on behalf 
of Wellmark are generally considered business 
associates and must execute a Business Associate 
Agreement (BAA) in favor of Wellmark in accordance 
with HIPAA. Vendors are responsible for assuring 
that their Personnel know about and comply with 
the requirements of the BAA, the HIPAA Privacy and 
Security Rules and, where applicable, those state laws 
and Wellmark policies that provide more stringent 
protection of PHI and Personnel. Vendors and 
Personnel must immediately report any suspected 
or known unauthorized access, use or disclosure of 

https://wellmark.alertline.com/gcs/welcome
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PHI to Wellmark’s Privacy Official by sending notice to 
PrivacyOffice@Wellmark.com  or calling  
(877) 610-6395.

Use of Wellmark physical 
assets; privacy
Vendors and Personnel may use Wellmark’s property 
and physical assets only to provide services or fulfill 
its contractual obligations to Wellmark. Wellmark’s 
property and physical assets include, but are not 
limited to, Wellmark’s computer hardware and 
systems, e-mail, computer software, internet/intranet, 
fax, phone, voicemail and copiers. Vendors and 
Personnel are prohibited from using these assets for 
personal benefit or gain, such as: conducting business 
of their own; fundraising for schools, churches and 
non-profit organizations or for other unauthorized 
charitable purposes; or sending, receiving or viewing 
obscene or other inappropriate material. Vendors 
and Personnel will not download software of any kind 
(personal or business related) to Wellmark computers 
without prior written authorization from Wellmark, 
and will not use any software in a manner inconsistent 
with the license agreement for the software. 
Unauthorized copying or unauthorized use of software 
may be a violation of federal copyright laws, resulting 
in civil and/or criminal liability.

User IDs and passwords issued to a Vendor or 
Personnel are for the exclusive use of the intended 
recipient, and for the specific business use for which 
they are issued. User IDs and passwords may not 
be shared with others, including other individuals 
within vendor’s organization. Vendors and Personnel 
must immediately report any activities that may 
compromise Wellmark’s physical assets, systems 
or security to Wellmark’s Privacy Official by sending 
notice to PrivacyOffice@Wellmark.com or calling 
(877) 610-6395.

Wellmark monitors (both passively and actively) its 
systems, including, but not limited to, internet access, 
e-mail, instant message and other corporate business 
tools. All information stored, transmitted or accessed 
in those systems is the property of Wellmark and a 
vendor or Personnel shall not have an expectation 

of privacy when using those systems, tools or other 
corporate modes of communication.

Fraud, waste and abuse 
and false claims act
Wellmark will investigate allegations of vendor fraud, 
waste and abuse, and, where appropriate, will take 
corrective action, including but not limited to civil 
action or referral to authorities for pursuit of criminal 
action. The Federal False Claims Act and state laws 
make it a crime to present a false claim, or to make 
a false statement or representation in connection 
with a claim, to the federal government (including 
under Medicare and Medicaid) for payment. These 
laws also protect “whistleblowers” — people who 
report noncompliance or fraud, or who assist in 
investigations — from retaliation. Wellmark prohibits 
retaliation of any kind against individuals exercising 
their rights under the Federal False Claims Act or 
similar state laws.

Government programs
Vendors and Personnel working directly or indirectly 
on government contracts (e.g. Medicare, Medicaid, 
Federal Employee Program and Health Insurance 
Marketplace/Exchange) have a special obligation to 
know and comply with all the terms of the government 
contract. In addition, vendors and Personnel must not 
submit false or fraudulent claims for payment, make 
any false statements or representations in connection 
therewith, or do business with debarred individuals 
or entities. Vendors and Personnel must cooperate 
fully with any government requests for information. 
Vendors and Personnel also must never offer any 
gifts, entertainment, meals or anything of value to a 
government employee.

The workplace
Wellmark is committed and dedicated to providing 
a work environment free from harassment and all 
forms of unlawful discrimination. Wellmark expects 
vendors and Personnel to treat all members of the 
workforce at Wellmark with dignity and respect. 

mailto:PrivacyOffice%40Wellmark.com?subject=
mailto:PrivacyOffice%40Wellmark.com?subject=
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Vendors and Personnel must not discriminate against, 
sexually harass, verbally abuse or threaten any of 
their Personnel, any Wellmark employees or any other 
vendor Personnel working for Wellmark.

Wellmark, Inc., and its subsidiaries frequently 
contract with vendors to obtain a variety of services 
that help Wellmark operate its health insurance 
business. From time to time, those vendors hire 
foreign workers who have H-1B or other forms of 
nonimmigrant visas who have particular skill sets 
needed in connection with the vendor’s services 
to Wellmark. All Personnel on Wellmark premises, 
or in the United States performing service for or on 
behalf of Wellmark, must be authorized to work in 
the United States. It is the vendor’s responsibility 
to ensure its Personnel maintain compliance with 
applicable immigration laws while performing services 
for or on behalf of Wellmark. When a vendor hires a 
foreign worker with a nonimmigrant visa, he or she 
may perform his or her work responsibilities under the 
Wellmark contract on Wellmark’s premises or at any 
other agreed-upon location. Below is a list of vendors 
that have hired or intend to hire nonimmigrant visa 
holders who may provide services on behalf of the 
vendor on Wellmark’s premises. Clicking on the 
vendor’s name will take you to the vendor’s website, 
where the vendor has posted notice of its intent to 
hire foreign workers with nonimmigrant visas.

• Ernst & Young

• Deloitte

Vendors shall cooperate with Wellmark in maintaining 
an alcohol-free and drug-free workplace. Vendors 
shall comply with all Occupational Safety and Health 
Administration (OSHA) regulations. While working on 
Wellmark’s premises, vendors and Personnel shall 
abide by Wellmark’s rules pertaining to safety and 
security. Wellmark prohibits the possession or use of 
weapons on its premises or while conducting business 
for or on behalf of Wellmark. Smoking or other use of 
tobacco or tobacco-like products (examples include 
but are not limited to cigarettes, e-cigarettes, cigars, 
chewing tobacco, snuff, pipes, etc.) is prohibited. 
Personnel, vendors and visitors must comply with this 
policy during business hours or when on company 
property at any time.

Ineligible vendors
Wellmark will not do business with a vendor if the 
vendor or any of its officers, directors or employees 
are, or become, excluded by, debarred from, or 
ineligible to participate in any federal health care 
program, or are convicted of a criminal offense in 
relation to the provision of health care. Each vendor 
must ensure that its Personnel have not been, or are 
not currently, excluded by, debarred from, or ineligible 
to participate in any federal program and have not 
been (and during the term of the vendor’s relationship 
with Wellmark, are not) convicted of a criminal offense 
in relation to the provision of health care. A vendor 
must notify Wellmark immediately if the vendor is 
or becomes aware that any of the foregoing occurs 
with respect to its Personnel by calling Wellmark’s 
Compliance Office at (515) 376-4949.

Reporting potential 
misconduct
A vendor that knows of, or suspects, a violation of 
this Vendor Code of Conduct or applicable laws 
or regulations by any person, whether inside or 
outside of vendor’s organization, must take action 
to report such violations. A vendor must report the 
known or suspected violation through one of the 
following channels:

• Contacting the vendor’s Wellmark 
business contact

• Emailing the Ethics & Compliance mailbox at: 
Ethics&Compliance@Wellmark.com

• Calling the Wellmark Ethics Hotline, anonymously 
if you wish, (877) 330-3667

• Calling the Wellmark Compliance Office, 
(515) 376-4949

• Using the web-based Business Ethics 
and Compliance Reporting tool at  
Wellmark.Alertline.com

Non-retaliation
Wellmark does not permit retaliation against a vendor 
or Personnel who reports a violation, or potential 

https://www.ey.com/en_us/careers/labor-condition-applications
https://www2.deloitte.com/us/en/pages/labor-condition-applications/articles/labor-condition-applications.html
mailto:Ethics%26Compliance%40Wellmark.com?subject=
https://wellmark.alertline.com/gcs/welcome
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violation, of this Vendor Code of Conduct in good 
faith, or who provides information to or otherwise 
cooperates with law enforcement or other regulatory 
agency in the context of an investigation. Vendors 
must also protect their Personnel who in good faith 
report potential wrongdoings. However, Wellmark may 
take action against a vendor or Personnel as a result 
of a vendor or Personnel’s involvement in an activity 
that violates this Vendor Code of Conduct.

Nondiscrimination
Wellmark requires that all vendors maintain 
nondiscrimination policies, procedures or 
processes, which shall include, at a minimum, the 
following requirements:

A vendor will not discriminate on the basis of race, 
color, national origin, disability, age, sex, gender 
identity, sexual orientation,  or genetic information, 
and a vendor shall require all of its staff, including 
non-employees, to complete their tasks in compliance 
with the same non- discrimination standards.

When communicating on behalf of Wellmark, a 
vendor will comply with all notice requirements to 
beneficiaries, enrollees, applicants and members 
of the public regarding nondiscrimination and 
meaningful access, provision of auxiliary aids and 
services, language assistance and shall report any 
discrimination or meaningful access grievance they 
may receive on behalf of Wellmark to Wellmark’s 
Civil Rights Coordinator at (515) 376-4500, TTY 
888-781-4262, or Email CRC@wellmark.com.

If applicable to the services a vendor provides to 
Wellmark, the vendor must not employ marketing 
practices or design benefits in a manner that 
will discourage the enrollment of individuals 
with significant health needs in qualified health 
plans (QHPs).

A vendor providing services to Wellmark must be 
an Equal Opportunity/Affirmative Action Employer. 
All applicants for employment with a vendor 
and all vendor employees must be provided with 
equal opportunity without regard to race, gender, 
color, religion, sex, national origin, age, veteran 
status, mental and/or physical disability, sexual 

orientation, genetic information or any other 
characteristic protected by law, or participation in any 
protected activity.

Travel, business expense 
and administrative 
reporting policies and 
procedures for contractors 
and vendor Personnel
Wellmark’s business expense policy
Wellmark will reimburse for actual, reasonable and 
necessary business expenses incurred on its behalf if 
allowed under an agreement between the parties.

In doing so, it is expected that sound business 
judgment be used in the generation of such expenses. 
All business expenses are required to be incurred 
in a cost effective manner. The guidelines provided 
are designed to provide direction and assistance in 
determining the appropriateness of an expenditure.

Accurate and timely documentation of business 
expenses incurred must be submitted with itemized 
receipts provided for all expenses.

Corporate travel and business 
expense guidelines
To enable maximum flexibility and opportunities 
for discounts, travel arrangements should be made 
as early as feasible — at least 30 days in advance 
if possible.

Air travel / commercial airlines
If you travel on a commercial airline, you are expected 
to use the most economical class of airfare and to 
take advantage of any discounts or reduced rate 
opportunities that do not interfere with the business 
purpose of the trip. If you choose to upgrade your 
ticket, any additional expenses are your responsibility.
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Baggage fees: The additional service charges 
incurred for checked bag fees are reimbursable 
business-related expenses.

Travel to and from the airport and parking at the 
airport are reimbursable travel-related expenses. 
Use the most economical long-term parking 
option available.

Automobile travel
If you are planning to travel by automobile, compare 
the costs of all available options to determine which 
is the most cost effective for your trip. In many cases, 
renting a car may be more economical than using your 
personal vehicle.

Insurance coverage is required to be at the amounts 
listed in your agreement with Wellmark at a minimum. 
If you choose to use your personal car for business 
travel, you will be reimbursed at the current IRS 
personal mileage reimbursement rate.

Taxi cabs
Taxis are generally an expensive mode of travel and 
should be used only when necessary and represent 
the best choice in achieving Wellmark’s business 
objectives. When possible, airport and hotel shuttle 
services or other public transportation alternatives 
should be used instead of taking long taxi trips, 
especially when you are the only passenger. Taxi 
fares or other transportation costs to events primarily 
personal in nature (e.g. meals, ballgames, theater, 
etc.) are not reimbursed.

Parking
When parking at the airport for business travel 
is necessary, you are expected to use the most 
economical parking available. The short-term parking 
lot is not to be used.

Hotels, motels, and other lodging
Wellmark has selected a group of preferred lodging 
vendors. To ensure that overnight accommodations 
are booked at Wellmark’s corporate rate, please 

request a hotel property matrix listing the preferred 
properties, rates and amenities. Based on the length 
of stay, Wellmark will advise vendor Personnel as 
to the rate structures and benefits available for 
both full service hotel properties and extended stay 
accommodations.

Meals and incidental expenses
It is expected that meal and incidental expenses 
incurred represent reasonable and necessary 
business expenses. Reimbursement is meant to cover 
ample but not extravagant expenditures. All expenses 
must have supporting itemized receipts. For receipts 
submitted for reimbursement for more than one 
attendee at the meal, all attendees must be listed on 
the submitted expense to qualify for reimbursement. 
Vendors will not be reimbursed by Wellmark for 
purchasing a meal for a Wellmark employee.

Non-allowable expenses
Generally, you will be reimbursed for all actual, 
reasonable and necessary expenses you incur while 
transacting business on behalf of Wellmark. Expenses 
for the following items, however, are examples of 
those considered to be primarily personal in nature 
and will not be reimbursed:

• books, newspapers or other personal 
reading materials

• health club, sauna, steam room fees

• movies, videos, theater or other amusements

• non-business transportation to restaurants, 
theater, ballgames or other amusements

• personal care services such as hair cuts, 
manicures, massages, shoe shines, laundry 
and dry cleaning

• cell phone service

• repairs, maintenance, and insurance on 
personal cars

• upgrades on rental cars

• traffic tickets and parking fines or court costs and

• travelers’ check fees or ATM fees
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Breach Reporting 
Requirements for Business 
Associates/Vendors
Wellmark is regulated by the HIPAA Privacy Rule, 
which describes what information is protected, how 
protected information can be used and disclosed, and 
reporting requirements for violations.

The term “breach” means the compromise, 
unauthorized disclosure, unauthorized acquisition, 
unauthorized access, loss of control, or any similar 
term or phrase that refers to situations where persons 
other than authorized users or for an other than 
authorized purpose have access or potential access 
to personally identifiable information (PII), whether 
physical or electronic. 

The term “incident” means an occurrence that 
actually or imminently jeopardizes, without lawful 
authority, the integrity, confidentiality, or availability 
of information or an information system; or constitutes 
a violation or imminent threat of violation of law, 
security policies, security procedures, or acceptable 
use policies.

Breach/incident examples:

• sending data to the wrong client

• network server or website hacking

• system code change which causes vulnerability

• storing data in non-secure fashion  

• theft of a flash drive, laptop or server 

• email ransomware attack

• document double stuff errors

• mailing or shipping errors

Wellmark must comply with the HIPAA Privacy Rule 
breach/incident reporting requirements. Under 
certain types of government contracts, such as the 
Federally-facilitated Exchange and Federal Employee 
Program, we are required to report breaches or 
incidents within 24 hours of discovery. 

As a business associate or vendor for Wellmark, you 
perform functions on Wellmark’s behalf and must also 
protect PHI/PII. To ensure compliance with reporting 
requirements, upon discovery of a breach or incident, 
promptly contact Wellmark’s Privacy Office by calling 
877-610-6395 or 515-376-5850 or emailing privacy@
wellmark.com. It is not necessary to have all the 
details when you initially report. A complete report 
is due in the timeframe required in the business 
associate contract with Wellmark. 

We appreciate your collaboration. Please contact the 
Privacy Office if you have any questions.

mailto:privacy%40wellmark.com?subject=
mailto:privacy%40wellmark.com?subject=


Required Federal Accessibility and Nondiscrimination Notice
Discrimination is against the law
Wellmark complies with applicable federal civil rights laws and does not 
discriminate on the basis of race, color, national origin, age, disability or 
sex. Wellmark does not exclude people or treat them differently because 
of their race, color, national origin, age, disability or sex.

Wellmark provides:
• Free aids and services to people with disabilities so they may 

communicate effectively with us, such as:
• Qualified sign language interpreters
• Written information in other formats (large print, audio, accessible 

electronic formats, other formats)
• Free language services to people whose primary language is not 

English, such as:
• Qualified interpreters
• Information written in other languages

If you need these services, call 800-524-9242.

If you believe that Wellmark has failed to provide these services or 
discriminated in another way on the basis of race, color, national origin, age, 
disability or sex, you can file a grievance with: Wellmark Civil Rights 
Coordinator, 1331 Grand Avenue, Station 5W189,  
Des Moines, IA 50309-2901, 515-376-4500, TTY 888-781-4262, Fax 
515-376-9073, Email CRC@Wellmark.com. You can file a grievance in 
person, by mail, fax or email. If you need help filing a grievance, the 
Wellmark Civil Rights Coordinator is available to help you. You can also 
file a civil rights complaint with the U.S. Department of Health and Human 
Services Office for Civil Rights electronically through the Office for Civil 
Rights Complaint Portal available at https://ocrportal.hhs.gov/ocr/portal/
lobby.jsf, or by mail, phone or fax at: U.S. Department of Health and Human 
Services, 200 Independence Avenue S.W., Room 509F, HHH Building, 
Washington DC 20201, 800-368-1019, 800-537-7697 (TDD).
Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.
html.

ATENCIÓN: Si habla español, los servicios de asistencia de idiomas 
se encuentran disponibles gratuitamente para usted. Comuníquese al 
800-524-9242 o al (TTY: 888-781-4262).

注意： 如果您说普通话， 我们可免费为您提供语言协助服务。 请拨打 
800-524-9242 或 （听障专线： 888-781-4262）。

CHÚ Ý: Nếu quý vị nói tiếng Việt, các dịch vụ hỗ trợ ngôn ngữ miễn phí có 
sẵn cho quý vị. Xin hãy liên hệ 800-524-9242 hoặc (TTY: 888-781-4262).

NAPOMENA: Ako govorite hrvatski, dostupna Vam je besplatna 
podrška na Vašem jeziku. Kontaktirajte 800-524-9242 ili (tekstualni 
telefon za osobe oštećena sluha: 888-781-4262).

ACHTUNG: Wenn Sie deutsch sprechen, stehen Ihnen kostenlose 
sprachliche Assistenzdienste zur Verfügung. Rufnummer: 800-524-
9242 oder (TTY: 888-781-4262).

  تنبيه: إذا كنت تتحدث اللغة العربية, فإننا نوفر لك خدمات المساعدة اللغوية، المجانية. اتصل بالرقم
9242-524-800  أو (خدمة الهاتف النصي: 888-781-4262).

ສິ່ ງຄວນເອົາໃຈໃສ,່ ພາສາລາວ ຖາ້ທາ່ນເວ້ົາ: ພວກເຮົາມບໍີລກິານຄວາມຊວ່ຍເຫືຼອດາ້ນພາ 
ສາໃຫທ້າ່ນໂດຍບ່ໍເສຍຄາ່ ຫືຼ 800-524-9242 ຕດິຕ່ໍທ່ີ. (TTY: 888-781-4262.)

주의: 한국어 를 사용하시는 경우, 무료 언어 지원 서비스를 이용하실 
수 있습니다. 800-524-9242번 또는 (TTY: 888-781-4262)번으로 연락해 
주십시오.

ध्यान रखें : अगर आपकी भयाषया हिन्दी ि,ै तो आपके हिए भयाषया सिया्तया सवेयाएँ, हनःशलुक 
उपिब्ध िैं। 800-524-9242 पर सपंक्क  करें ्या (TTY: 888-781-4262)।

ATTENTION : si vous parlez français, des services d’assistance 
dans votre langue sont à votre disposition gratuitement. Appelez le 
800 524 9242 (ou la ligne ATS au 888 781 4262).

Geb Acht: Wann du Deitsch schwetze duscht, kannscht du Hilf in dei 
eegni Schprooch koschdefrei griege. Ruf 800-524-9242 odder (TTY: 
888-781-4262) uff.

โปรดทราบ: หากคุณพูด ไทย เรามีบริการช่วยเหลือด้านภาษาสำาหรับคุณโดยไม่
คิดค่าใช้จ่าย ติดต่อ 800-524-9242 หรือ (TTY: 888-781-4262)

PAG-UKULAN NG PANSIN: Kung Tagalog ang wikang ginagamit mo, 
may makukuha kang mga serbisyong tulong sa wika na walang bayad. 
Makipag-ugnayan sa 800-524-9242 o (TTY: 888-781-4262).

w>'k;oh.ng= erh>uwdR  unDusdm< usdmw>rRpXRw>zH;w>rRwz.< vXwb.vXmbl;vJ< td.vXe*D>vDRI 

qJ;usd;ql  800=524=9242  rhwrh> (TTY: 888=781=4262) wuh>I

ВНИМАНИЕ! Если ваш родной язык русский, вам могут быть 
предоставлены бесплатные переводческие услуги. Обращайтесь 
800-524-9242 (телетайп: 888-781-4262).

सयाव्धयान: ्द् तपयाईं नपेयािदी बोलनहुुन्छ भन,े तपयाईंकया ियाहग हन:शलुक रूपमया भयाषया सिया्तया 
सवेयािरू उपिब्ध गरयाइन्छ । 800-524-9242 वया (TTY: 888-781-4262) मया समपक्क  गनु्किोस ्।

ማሳሰቢያ፦ አማርኛ የሚናገሩ ከሆነ፣ የቋንቋ እገዛ አገልግሎቶች፣ ከክፍያ ነፃ፣ 
ያገኛሉ። በ 800-524-9242 ወይም (በTTY: 888-781-4262) ደውለው ያነጋግሩን።

HEETINA To a wolwa Fulfulde laabi walliinde dow wolde, naa e njobdi, ene 
ngoodi ngam maaɗa. Heɓir 800-524-9242 malla (TTY: 888-781-4262). 

FUULEFFANNAA: Yo isin Oromiffaa, kan dubbattan taatan, tajaajiloonni 
gargaarsa afaanii, kaffaltii malee, isiniif ni jiru. 800-524-9242 yookin (TTY: 
888-781-4262) quunnamaa.

УВАГА! Якщо ви розмовляєте українською мовою, для вас доступні 
безкоштовні послуги мовної підтримки. Зателефонуйте за номером 
800-524-9242 або (телетайп: 888-781-4262).

Ge’: Diné k’ehj7 y1n7[ti’go n7k1 bizaad bee 1k1’ adoowo[, t’11 jiik’4, 
n1h0l=. Koj8’ h0lne’ 800-524-9242 doodaii’ (TTY: 888-781-4262)

Wellmark Blue Cross and Blue Shield of Iowa, Wellmark Health Plan of Iowa, Inc., Wellmark Synergy Health, Inc., Wellmark Value Health Plan, Inc.  
and Wellmark Blue Cross and Blue Shield of South Dakota are independent licensees of the Blue Cross and Blue Shield Association.
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